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Mobile Device Acceptance Form & Usage Policy 

 This page to be kept by mobile phone coordinator 
 

Usage Policy version no. 1.5 

Mobile Telephone Number:  

Device Model:  

Issued To:  

Department:  

Manager / cost code owner:  
  
1. I acknowledge receipt of a Breckland Council mobile device and receipt of the usage 

policy document for mobile devices (this document). 
 
2. I agree to read the complete usage policy document before using the mobile device and 

to abide by the directives and guidelines contained within it. In the event that I do not 
agree with the policy document, having read it, I agree to return the mobile device 
immediately, unused. 

 
3. I agree to ensure that my line manager is aware of their responsibilities relating to this 

mobile device, as described in section 2.  
 
4. I agree to pay Breckland Council for any charges relating to personal usage of the mobile 

device. I understand that our Mobile Phone Service Provider provides Breckland Council 
with tools to highlight likely personal usage, and that Breckland Council has the right to 
claim back any charges for personal usage from me up to 12 months after the period of 
usage. 

 
5. I accept responsibility for any penalty imposed as a result of any use of this mobile device 

in contravention of relevant legislation or this usage policy. In particular, I understand that 
I will be personally liable for fines and driving license endorsements incurred by such 
contravention. 

 
6. I understand that in the event of loss of this mobile device I must inform my mobile 

coordinator immediately or, if that is not possible, I must inform Vodafone directly by 
calling 08700 711102. The mobile device will then be temporarily barred, and I 
understand that only my mobile coordinator can request for this bar to be lifted. I 
acknowledge that if I do not report the loss of the mobile device immediately then I may 
be personally liable for the cost of any calls made. I understand that I must set a PIN on 
my mobile phone to minimise calls in the event of loss. 

 
7. I understand that when this mobile device is due for an upgrade (after 24 months) or if I 

leave Breckland Council then I must return this mobile device and SIM card for recycling. 

 
Personal Usage: I will / I will not be using this mobile device for personal usage. 
 
Signed:                __________________ 
 
Printed:                   _____________________                
 
Date:                        __________ 
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1 Introduction 

This document describes the safe and acceptable usage of mobile devices supplied to 
Breckland Council employees. It describes current legislation and also provides Health & 
Safety guidance relating to the usage of such devices. 

1.1. Scope 

It includes within its scope the acceptable use of mobile telephones, Personal Digital 
Assistants (such as iPAQ), Blackberry®, Mobile Connect Cards for laptops, and similar 
wireless data transmission devices. 

1.2. Exclusions 

This policy does not cover two-way radios, desktop computers, or laptop computers. 
The acceptable use of the Internet using mobile devices is covered in a separate 
document, and is the same as for desktop computers. 

2 Responsibilities 

The responsibility for the appropriate use of mobile devices rests with the designated user, 
their line manager and ultimately the relevant Executive Director. Users and Service 
Managers MUST read the whole of this document.  

2.1. Key points: Service Manager Responsibilities 

2.1.1. Service Managers are responsible for: 

• ensuring that members of their teams who are likely to make use of mobile 
devices are aware of their rights and obligations under the usage policy; 

• monitoring the overall cost of every mobile device used by a member of their 
team; 

• ensuring that any user whose mobile usage/costs have expected to have 
breached this policy justifies their costs/usage; See Section 5.1.2. 

• ensuring that the cost of personal calls is recouped from mobile device users for 
whom they are responsible; 

• informing the ICT Department who will then inform the Mobile Phone Supplier, in 
writing if any mobile device should be disconnected. 

• informing the ICT Department in writing if the mobile device is to be paid for 
subsequently using a different account number, or using a different cost code. 

• reporting to the ICT Department any concerns regarding any abuse, misuse or 
breach of policy regarding any Mobile Devices.  

• completing the on-line workset order forms for starters, existing users and 
leavers Forms in the event of a member of staff requires additional equipment, or 
to return equipment.  

 
In this instance it is the line manager’s responsibility to provide the ICT Department with 
the new account number or cost code in writing. 
 

2.1.2. In cases where new account numbers / costs codes / cancellation requests have not 
been provided in writing, the line manager’s own cost code may be liable for any subsequent 
charges for that mobile device. 
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2.2. Responsibilities 

Process Responsibility 

Additional Equipment Request User / Service Manager 

Completion of online form Service Manager 

Service Authorisation Service Manager  

ICT Authorisation ICT Manager 

Ordering & delivery ICT Department 

Equipment delivery  ICT Manager 

GRN of mobile device Members Support Officer 

Payment authorisation ICT Project Manager 

Delivery of Equipment to End User Members Support Officer 

Equipment Handover Form Completion Members Support Officer/ Service Manager 

Support of Equipment ICT Department 

Monitoring Usage ICT Manager/Finance Manager 

Equipment End of life/ Staff Leaving 
Notification 

Service Manager 

Collection/Return of device ICT Manager 

2.3. Delegation of Responsibilities 

2.3.1. In the event of any doubt arising over responsibilities of duties then authorisation of 
duties requires the approval of the the Strategic Director of Transformation. 

2.3.2. In the event that the ICT Manager is not available, the ICT Project Manager will 
deputise in absence to carry out the roles indicated above. 

2.3.3. In the event that the Members Support Officer is not available, the Project 
Coordinator will deputise in absence to carry out the roles indicated above.  

3 Adminstration and Support of Mobile Devices 

3.1. Requesting  

3.1.1. Employees who require a mobile device to perform work duties should request 
authorisation from their line manager.  

3.1.2. Any request for a mobile device must be justifiable and in line with the job role of the 
requester/recipient. Please see appendix A: Equipment Request Form B: Handsets and C: 
Eligibility for Mobile Devices. 

3.2. Authorisation 

3.2.1. The authorising line manager must contact the ICT Manager to discuss a suitable 
and justifiable device before purchasing. 

3.2.2. Only basic models for mobile devices are to be used unless otherwise justified and 
authorised. 

3.2.3. Handsets, accessories and SIM cards will be ordered by the ICT Department and 
delivered to the Line Manager of the requester, from where they can be collected or 
delivered to site. 

3.2.4. Itemised monthly usage and rental invoices are supplied for each mobile device and 
will be passed on to account coordinators within each Department, who then have 
responsibility for passing the invoices on to Service Managers / cost code owners. 

3.3. Personal Usage Monitoring 

3.3.1. Breckland Council will on a regular basis monitor usage of mobile devices including 
personal usage. 
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3.3.2. Inland Revenue guidance indicates that no personal tax liability results from the 
personal use of mobile devices supplied for business use, other than the payment of VAT on 
call and text charges. 

3.4. Reporting Faults 

3.4.1. Faulty devices should be reported to the Steria Helpdesk via Steria’s helpdesk 
(helpdesk@breckland.gov.uk) with details of: 

 

• the User’s name 

• the phone number; 

• the type of device  

• where possible its serial / IMEI number (generally found inside the battery 
compartment, or by typing *#06# <call> from the keypad); 

• the nature of the fault. 
 

3.4.2. Where necessary, replacements will be supplied by Breckland Council. 
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4 Security 

4.1. PIN Codes 

4.1.1. All mobile phones / data devices must have the SIM PIN enabled. This can be done 
from within the phone settings menu, and the security menu 

4.1.2. In order enable the PIN the original PIN must be entered. Note that by default the 
SIM PIN will be 0000. Once the SIM PIN is enabled, it is then possible to change the PIN to 
a 4 – 8 digit PIN of your choice. Once set, the PIN will be requested whenever the device is 
switched on. 

4.1.3. It is highly important to set this PIN so that if the device is lost or stolen, costly 
fraudulent calls are kept to a minimum. 

4.1.4. In the event that  a PIN code is forgotten (after 3 attempts the SIM will be blocked to 
a higher security level) then please contact the ICT Manager for assistance 

4.1.5. A voicemail PIN should be set up by every user. To set up your Voicemail PIN, 
please call 121 from your mobile and then press option 4. Please note that the default PIN 
code is ‘3333’. 

4.2. Accidental Loss/Theft of Mobile Device 

4.2.1. The loss of devices that can send, store and retrieve email or access Breckland 
Council information systems (including Blackberry® handhelds and certain mobile phones) 
has potentially serious repercussions for Breckland Council because of the sensitivity of the 
information that may be stored on them. Sensitive, confidential or otherwise valuable 
information should not be permanently stored on mobile communications devices 

4.2.2. All losses of mobile data devices must be reported to the ICT Manager/ICT 
Department immediately.  

4.2.3. The ICT Department will arrange to have a special “kill” message sent to the device, 
which will disable it and, where appropriate, wipe all of the information contained on it. 

4.2.4. If the loss is discovered out of hours, it must be reported to the Vodafone Customer 
Services team immediately, on 08700 711 102, to ensure that the “kill” message is sent to 
the device immediately.  

4.2.5. The ICT Department should be contacted as soon as possible within working hours 
to report the loss, in order that a replacement unit can also be arranged. 

4.3. Usage & Password/PIN Code security 

4.3.1. Breckland Council provided mobile devices may be used by designated users only.  

4.3.2. The Breckland Council IT Security Policy applies to these devices and users should 
be aware of their responsibilities under this Policy and in particular should not Breckland 
Council IT Security Policy relating to passwords and PIN Codes, and to ensure that the 
password associated with the device is known only to them and not divulged to any 
unauthorised person.  

4.4. Returns Policy 

4.4.1. Breckland Council reserves the right to withdraw any Mobile Device at any given 
time. 

4.4.2. Any member of staff who is due to leave/terminate contracts with Breckland must 
return any mobile device to the ICT Department or their Service Manager who in turn must 
return it to the ICT Department on the day of contract expiry. 

4.4.3. It is the Line Manager’s responsibility to complete and submit the online ICT 
Leavers Form to notify the ICT Department of any staff intending to leave/terminate their 
employment contract with Breckland. This allows equipment to be returned, assessed on 
value for money. 
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4.4.4. It must not be assumed that equipment allocated to a member of staff immediately 
gets allocated to a replacement member of staff, an additional member of staff or passed on 
to another department.  
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5 Permitted Use of Mobile Communications Devices 

5.1. General 

5.1.1. The mobile device is the property of Breckland Council and should normally be used 
for legitimate business purposes only. 

5.1.2. Mobile devices provided by the Council for work use may only be used for work. 
Use for any other purpose (except in genuine emergency) may cause the device to be 
withdrawn, and subject the user to disciplinary action. 

5.1.3. Mobile phones and devices are provided for use while on Breckland Council 
business. Calls to other staff mobiles are now free (on the Teamwork tariff), as are calls to 
any Vodafone UK mobile. Therefore – please use your mobile phone (rather than a land 
line) whenever you call a member of staff on their mobile. 

5.1.4. It may be necessary from time to time to make a personal call or send a personal 
text message. Users will be required to identify such personal use from the associated 
quarterly invoice, and will be expected to pay for this use at the relevant tariff, by means of 
petty cash payment, internal invoice or direct salary deduction. 

5.1.5. Communications devices capable of transmitting and receiving data information, 
such as Personal Digital Assistants and certain mobile phones, should only be used for the 
purposes for which they were supplied. They must not be connected to third party networks 
or directly or indirectly to the public Internet, unless previous authorisation to do so has been 
received from the relevant Service Manager and ICT Department. 

5.1.6. Users must not use, try to use, or let anyone else use staff mobile communications 
devices for: 

 

• Anything that is illegal or immoral; 

• Making offensive, threatening or harassing calls; 

• Use of the Short Message System (SMS), multi-media messaging or email to send 
or receive inappropriate or offensive remarks, graphics or images; 

• Use in contravention of Regulation 104 of the Road Vehicles (Construction & Use) 
Regulations, 1986; i.e. using a mobile phone whilst driving. 

 

5.1.7. The sending or receiving of SMS text messages for the purposes of downloading, or 
otherwise accessing, ring tones, games, commercial competitions, sports report services 
and other non-business related activities or applications is not permitted. It should be noted 
that many of these services operate on an on-going subscription basis, and can be charged 
at anything up to £5 per item. 

5.1.8. Users should always consult their Service Manager or ICT Department before 
sending any SMS text message to a commercial service.  

5.1.9. Note that it is the responsibility of Service Managers to monitor invoices for such 
usage and failure to do so will result in the Service manager’s cost centre or the end user 
bearing the costs of any such activity. 

5.1.10. The quarterly billing summary of all calls made from each handset includes details 
of this type of activity, and is supplied to the Breckland Council billing coordinators. 

5.1.11. Users have a responsibility to utilise the Breckland Council’s communications 
resources and services in a manner that is consistent with the Breckland Council’s 
standards of business conduct. 

5.1.12. Voicemail is automatically provided on all mobiles. Voicemail greetings should be 
personalised with a suitable message inviting the caller to leave a message. To record a 
personalised message please call Voicemail by dialling 121 from your mobile and then press 
option 3.  

5.1.13. When visiting public sites, users should be aware of, and respect, local policies 
regarding the use of mobile communications devices. For instance, it may be necessary to 
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switch such devices off in Hospitals, Courts etc. If in doubt, local staff will be able to advise 
on local policies. 

5.1.14. Mobile communications devices should be securely stored when not in use. 
Handset covers provide a degree of physical protection and can be provided with mobile 
handsets. Users may be liable for repair or replacement costs, should their handset be 
damaged or lost. Any such damage should be reported to the Service Manager, and to the 
ICT Department. 

5.2. International or Premium Rate Calls 

5.2.1. All phones supplied to Breckland Council are, by default, barred from making 
international or premium rate calls while in the UK or making or receiving any calls whilst 
abroad. 

5.2.2. These restrictions can be lifted for individual phones, for instance where there is a 
need to contact counterparts in foreign countries or to contact local staff while attending 
conferences etc. outside the UK.  

5.2.3. Where International access is required, users should seek authorisation from their 
Service Manager who should contact the ICT Manager, providing details of the phone 
number concerned and the start and end dates of the requirement. 

5.2.4. At the end of this time, International access will be removed from the handset in 
order to reduce the impact of fraudulent use should the handset subsequently be stolen. 
While there is no cost for enabling international access, it should be noted that it is 
expensive both to make and receive calls while abroad.  

 

6 Health & Safety 

6.1. Driving whilst using Mobile Devices 

6.1.1. From 1
st
 December 2003, it is an offence to use a mobile phone or similar device 

while driving, if the device has to be held in doing so; this includes the cradling of the device 
between shoulder and ear. Amendments to this legislation, enacted in 2005, mean that a 
convicted offence will attract a fixed penalty of £60, and a 3-point license endorsement. 

6.1.2. The only statutory exemption relates to emergency calls made to 999, which will be 
permitted only where it would be unsafe to stop before making the call. 

6.1.3. The Highway Code makes it clear that drivers should never use a hand-held mobile 
phone unless either a suitable cradle and earpiece or a fully installed car kit is used. 

6.1.4. There is scope for the police to charge a driver with failure to have proper control of 
their vehicle, or with careless or even reckless driving, if they are seen not to be paying 
proper attention while driving. The penalties for these offences range from endorsement of 
licences, through disqualification from driving and even imprisonment in the most serious 
cases. 

6.1.5. Any penalty imposed as a result of a successful prosecution for having insufficient 
control of a vehicle while using a mobile phone, will be the responsibility of the driver. 
Breckland Council accepts no responsibility for the payment of fines or other penalties 
imposed as a result of any such prosecution. 

6.1.6. In light of the above, staff must never read or send text messages or e-mails when 
driving, and must ensure that calls are only made or received when safe to do so. 

6.1.7. Should they have an accident while using a mobile phone when driving on 
Breckland Council business, users should note that their private motor insurance will be 
expected to meet the costs of damage repairs and any personal injury claims that arise 
unless the above guidelines are strictly adhered to. 

6.2. RF Frequencies 
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6.2.1. Mobile phones are small, low power radio frequency transmitters and are designed 
to operate within electromagnetic exposure guidelines to safeguard public health.  

6.2.2. A Government body, the National Radiological Protection Board (NRPB), sets these 
guidelines. In response to media speculation surrounding possible health effects, the NRPB 
issued a statement in March 1999, stating: 

 
"…At present, the international consensus in the worldwide scientific 
community is that there is no demonstrable health risk. If any of the 
scientific work being carried out in the UK, EU countries, the USA or 
elsewhere, indicates a health risk from the use of mobile phones, the 
NRPB will review its advice". 

 
Since 1999 no proof to counter this statement has arisen. Press and media 
speculation regarding the possible damaging effects on health of prolonged use of 
mobile telephones has persisted for a number of years. To date, no clear evidence 
has been published in support of claims of adverse health effects. In May 2000, the 
Independent Expert Group on Mobile Phones (The Stewart Report) reported that: 

 
"…The balance of the evidence available does not suggest that RF 
(Radio Frequency) radiation from mobile phones or base stations 
causes cancer or other brain diseases. However, there is now 
evidence that effects on biological functions, including those of the 
brain, may be induced by RF radiation at levels comparable to those 
associated with the use of mobile telephones. There is, as yet, no 
evidence that these biological effects constitute a health hazard, but at 
present only limited data are available. This is one reason why we 
recommend a precautionary approach." 

 

6.2.3. Recent coverage in the media focused on potential effects of the use of mobile 
phones by children, and concluded that, if negative long-term health effects do result, they 
are likely to affect young children first and most seriously

1
.  

6.2.4. The available advice is that mobile phones should not be used by children under 
eight. Notwithstanding that, Breckland Council mobile phones should never be used by 
children. 

6.2.5. Mobile phones must not be used while operating machinery of any kind. (other than 
when driving a car, see guidelines above). 

7 Privacy 

7.1. Audit 

7.1.1. Mobile telephony usage is monitored and audited on a regular and ongoing basis. 

7.1.2. Monthly and Quarterly itemised invoices are produced in respect of each phone 
number. These are provided to Finance and ICT. Service Manager’s have access to this 
information either via requesting the itemised bill from Finance or by looking at the summary 
information in the Breckland Finance System – Integra. 

7.1.3. All calls from mobile phones are logged and can be traced by the Mobile Service 
provider, and this function can be invoked at any time should misuse of a handset be 
suspected. 

7.1.4. Given that the device is provided for use on Breckland Council business, there 
should be no expectation of privacy in anything created, stored, sent or received using 
Breckland Council equipment.  

 

                                            
1
 http://news.bbc.co.uk/1/hi/health/4163003.stm 
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7.2. Breaches of the Terms of this Policy 

7.2.1. Breaches of this Policy will be viewed seriously and may result in action being taken 
under the Breckland Council disciplinary Procedures.  
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Appendix A: Equipment Request Form 

For more information please go to: http://brec-app01/theBiz/qms_ict_workset 
This form (mobile devices indicated below) must be completed and submitted online. 
Please note that the online form may change from time to time to account for 
required changes. 
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Appendix B) Handsets  

The following table represents handset devices available as of March 2008. This is a guide and will change as and when the service provider 
chooses to phase in new devices and phase out old devices. 
 

Budget  Medium Premium Executive 

ü Nokia  1112  Motorola W510  Motorola K1  Motorola M930 Carphone 

ü Nokia 1208  Nokia 3109  Motorola K1  Nokia 810 Carphone 

 
Nokia 

1600 
PAYT 

 Nokia  6233  Nokia 5500 
 

Nokia E61i 

 
Nokia 2610  Nokia 

E50 - Without 
Camera 

 Nokia 6300 
 

Nokia E65 

ü Nokia 6201*  Nokia 
E50 - With 
Camera 

 Nokia E51 
 

Nokia E90 

    Sony Ericsson K530i  Sonim XP1  Palm  Treo 750V WM5 

 
 

 
 Sony Ericsson K610i  Palm  

Treo 500 Standard 
Windows Mobile 

 
Palm  Treo 750V WM6 

    Vodafone v1210  Vodafone V1415  Vodafone V1520 

          Vodafone V1605 

         ü Vodafone V1615 

         ü HTC P3600 

            
            

 
ü Indicates models which are available to Breckland as agreed 
* Previous model for which we have stock 
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Appendix C) Eligibility for Mobile Devices 

Handset models are split into 4 categories in line with the Service Provider’s 
classification.  
The following definitions and table is a guide and not a definitive guide to mobile 
device selection. Each job role may have differing requirements which should be 
considered in line with this guidance. 
 
 
 
Definitions:  
 
1) Static normal working hours: works on a Monday to Friday 9-5pm normal working 
hours basis from one location. (E.G. Contact Centre Staff). 
 
2) Static – needing mobile communications: works on a Monday to Friday 9-5pm 
normal working hours basis from one location requiring Mobile communications as 
part of the job role (E.G conference calls, Meetings, minor travel requirements) 
 
3) Mobile – travel between sites: works on a Monday to Friday 9-5pm normal working 
hours basis from many locations requiring Mobile communications as part of the job 
role (HR Department). 
 
4) Mobile worker: required to work away from the main site for the majority of the 
time (Dog Warden, TPO officers) 
 
5) Static & Working from home agreement – required to work as “static” (see above) 
but with occasional working from home acceptance. May also travel between sites. 
(Service Managers) 
 
6) Emergency Use: Requires availability in the event of emergency scenarios. 
Includes any on-call/out-of hours response. 
 
 

High Level Job 
Role 

Calls  Messaging Email 3G Camera Video 
Calling 

Categories to be 
considered 

 

N
/A

 

B
u
d
g
e
t 

M
e
d
iu

m
 

P
re

m
iu

m
 

E
x
e
c
u
ti
v
e
 

1) Static – 
normal working 
hours  

û û û û û û ü     

2) Static – 
needing mobile 
Communications 

ü û û û û û  ü 
   

3) Mobile – 
travel between 
sites 

ü û/ü û/ü û/ü û û  ü ü ü 
 

4) Mobile 
Worker – Full 
time 

ü û/ü û/ü û/ü û/ü û/ü  ü ü ü 
 

5) Static + 
Working from 
Home 
agreement 

ü û/ü ü û/ü û/ü û  ü ü ü ü 

6) Executive/ 
Emergency use 

ü ü ü û/ü û/ü û    ü ü 
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